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mat ztmc mut^y?— xci^-mEa-K 

fcililD LfdSCDfaiix— ? KltJE/ \°? - >©i 

HulB2lfiffliJ«SST'S^i-ti5x-f Jl/BSRItOiE^ 

M°$->©i5HfS©*ftHcJ:yiffiSiJLT\ ZE^ftx 
-rv^iUfBaiittOx-' ?©&*©lf££fjl\ Sfc® 

-*tfEB&fiTft«7V5>7WUeBJlft£&^T* 

away-Tv^-suci*. RBatf/xi*SM(*M>»» 

MBT *t -f e-tcfc o TRBa fcf-fcJPS 

-r tf-lc«fc ?Tfcff$ tt*.6tiftiwafr L 

MI3*'f:'T-**Hctt* ft«lcR»dl£nftl*Mt? 

EftSafcMSllta, «?BfrUt& 1S*TSW#* 
— 9fis Ctl6 3«BW)11HiOrtSO«*d**H:J:-3 

[nm3] H5 s -*fc*©fc»*aft;bfti.MK» 

Lit 3iSfr LlfllgttiJD^ISi:. 

up^tifcy-rvT 1 — si6^i5-rriE=i- fssblt 

ttMT*i5-IJiEa- K£j&£Si:> 

ua* tifc 7 s — » i4$£/ ^ -><oi5 ? <t 



[R*H4] /tt*rtLT«R*tlfcR»©T-fS>* 
;b«BBT«SKBIHflJl*fft\ REEdrtifcttSR? 
©fc'x-f * i Ut - * ©aSSflMHr'fcft* <f V * 7 x - 
Z&l-LTs SffiflMBfr eSfflflHMWCr <f 5>* Jl/r 

e ©siai? trawnas n/cSiaiT - * * s 1 5 -hie 

3-KSt4ttlU C©i5-fTIE3- KfcS-^Tf&Ui 

«ray*ttniE#BTBy niEStiniT*-* t«e-r 

miBRyiJjES*ifcT-*ic**ft*7V*;>7'/uafc:- 
**jBr*fc»©3 e-«sit mzm\ LTWsrsa 

niBRy rriES-ti/cx— * #e> □ tr-MR u^utsr 

MIB1#S/\ 0 ^-Viiy^ai#IS©«tii!!gmttS^TB5 
*W«U c©W3e»»i:» BEae-BB1f«W«# 

aatraMBB^a*" Lit aws^a-poflsis* t ics 

•3 U^TH5IBjSfflffliJaSfl)T- $ ©SSfclf plXttSSitr 
*«k^U:LfeC4»1«»4-r*7«-f5;*/WISBB. 
[MXB5] lulB=ltf- , iS1f«fJ^#Sli> HufB3 

tf-M±© 3 aaozi e-sjpg u^/u»Bai 

6 □ e- 7 y -Xtt 3 e-^±<D 2 BB03 kf-fclPS u 
^;U*B9JU 

iai3i«e/ ^ - >« y «aj^s«s mib^s/ \°^->© 

Byo«B*B9JU 

Ctl6S^IST'©M^m6^5IE*llciBS*nfc7 :f 'f X 
»«k9KLfcC4*1Mlir*»OTI4EB©7 e -fS'* 

[R«a 6 ] ncttc/ - >r y < 

7»->«Ryji«ia**u aif-wiitwjje^BTi 

T'B^iifr Lit e-Rih?»* tWK* tifcB 
»SKift*SfTr*Ci:*1t»tr*R«a5ER 

[if 7 ] RiBKC/ w - vr y «m#ST'^s/ \° 
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flg<h%-3T^£>£:*. XtttulB!|f£n 0 $-:/<Z)^y£ 

- vain y 3Wia*tife«*Tfl-3tt 
/ «r - v©^ y flttttu * n*<r -3 fuis=i 

;U«BBT«5fcBliE»8*fT<.\ fgH*nfc*SSP^T* 

«uutf/xii?P«itt©as&ic=i y i is« 

3 e-RTXttU kT-Bih© 3 SSOZl fcf-ftJI® L^;U£ 

/xtt^is©gp»ic a tr- rix(*3 tf-gtih© 2 «s© 

*W1U 

BfflSftfca£HP11»«#11Stt3fcf-Rrc\ loS 

w* ftfc*?a& LiWBtfa e-nite* b? 

afrL1«ltt*©**IBSU □£-«!«»©*□£ 

jubbbb. 

tlSr— ? a >x >*y * SUB* -7 1 -***rT 5 
tlfcBS**** Cft5BHSftfc«S©£Ttt* 7x 

□ ?fl^S:fcttx-r s>*/nwp«B*ft*T— 5* □> 

ftfcBSB?©*Btrott&B?BBB« t - * *IBS 

r«£3lctt£;!rft£&MK. 

r -r 5>*/UE»«IMC EBS ftfcT -f * □ y 

8BT©*BBRr*ftB?Bfi»&y 

■? ti*c t titat r *b* 

[B*B1 1] BlE*ft7aKHB?©*BliERrBftB? 



BBB*5*-5itf» MlciBSirftT££2:<!:£!|#&<!:-f 

2 isswx -r y 9 mmm*, 

[B&9I1 2] B8«n^BBH?0»BBRrB4:«? 

BEB^x-^esfcmrs^at* b^bm*?*-* 

*BE*ft*frofc«*ttr-*fl!)l|ft*i|Jl:r*#» 

<t*. BKer*ct*B«tr*B«a4EBa)T-f 

it. t<< ^/UESBWfcEBSftfcxV 5**/Ux-* 
□ >x>y£ilufB'f >*-7i-X£:frT3£<!:&<7 
xa^fl^t LTBJ73RT«K«Ml*nTfcy» 
Cti6 7t P ^fl4T4tBtr ft* r- * 3 >x>y £x 
<f f^/HSBMMWcx-r 5>*;HBBr*BKs 5 s -* □ 
>TVVtela;l3BM*ftfc««nT©*BBBBft 
B^BIiEB*^-* taBJIM*±Kia8ir*«t 3K«Wi 

SB. 

[£H©I3III&B»1] 
[000 1] 

[BWoBr*8aB»»] cornrna. dvd (xvs>" 

tTr* • r-fXf) B8f?£BB* xVv^/l/V 
TR, t< v^/l/T VlfCf-f S^I/WMNeSRBB 
BtBAfc-rv^^i-X^LTStttSftfe^X?^ 
fcfcttixV v>*;U=i eHHBASlcH U fcfcx-f *J 

[0002] 

[fiejRcDSW] 8»J:y» DVDS®«tV**«4* 
5 I E E E 1 3 9 4/^^LTfflSl»:»8!U Cft6 

x< s;4r;u«BBT*iHMIB©a >T>y*aB«r 

BBtfa Vr >'>ff KWOBH £*5 y icBff "T 
«MBU *H^fcyu:BffL*L'«B?*fttf7 s -* 
©l£HS*^±-r5 cilery. a-WBB'BBav 

[0 0 0 3] fiiM^ft^x-rv'^/KD^-Ox— 

CCI (Copy Control Information) <tl?(ftl?> 
ae-HBW«nwS. CC I 1*2 If y 

*y, "oo" fi«g*icae-pi^ "i 0" tfia»t 
[0004] T-fy*;uT-**a«ir»tt» iSfttJ 

^U*«Bf I E E E 1 3 9 4/U±7Sffl 

BBBtfa Vxvyff jj»©BB^fi y tcBf^-r 

fr*«Bf *. SflNlttB^SSfflBttBl^^B 
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iljn^o COii^ jail wiSSsfr 6 <75 =i > x > -y Oj C 

c inm^flAtf "io- aym^T^ofuumium 

gmomsMt. ae-»ccc i * -i i • 

[0 0 0 5] xV5>*;umW»©*l*Rrafe:- 

mi ftzn*mfr Liwi*ffl^*35atii«4tiT^ 
fruiw*B»fiL&A,*£y, sA«oM3nue«nHi 

1MI*4ilT*<ctJcJ:y» SSl;:atf-pj s i?£© 
[0006] 

i*m#mkL*5tr*nm LfrL*#s» cci 
tHi^fcaeww tf-aatsa-nt samistc c 

l*fl?ltf"10* (1H©aafcT-RT) fr5 "1 1". 
(□fcf-TRD fc»S»«IWCs "1 0" * "0 0" 

[0 0 0 7] 94— *-?-?«i»i-r3££ 

if* frfty*^ftBB«ff*.&lt 
tltf«6«t\ CCD/-c46> C C I <fc U fcTffpla tf— % 

t^l|*©J:3K75y*»*»?lTatf-* 1 HfgW- 
[0 0 0 8] C©£3&RMjaucC*tt<* > 

[0009] 

HM*w*T*fca&©#w] c©«¥jie**T<r5>* 
mm* eft*?* ^4>/iMii)7fis(cBStt 

©3 was a©rtSK»-3i>T^WRra e-* k± 

r**5tc % ^E2S«ffliJ«IISfcJ:t/S(tffliJ«!Sg05^*5 



tf/5o * aPi-Xft©iawK 3 t-Slffi UKy i/^jjit 1913 

w*stf /xi*§js©«»fc«?s# uwrettimra 

fcKfc. MB^'T>7 s -^HCI7-IIjE=1-K*561H1L 
fc&fliBgSx- $ (cft£/ - >©x 5 HIW*«Htt 

icttin U MIBiMfflMiSmt* ti5 xV iUIBS 

[ooio] z.ammzto*T4V*)Vimm*0>im 
tr— *jrs u^i/fcsvrt^icxV s>* jua e-*»jBr 

;U3 e-ic «»: ot era ms. stuttc^^a* Lit nt 

CftS3ag©1ff«©A8©S&£fc-eic 
«»: o Tlffiy -f >7*-*©fMMNI©*BW* t C 5 

[00 1 1] CAff^KifRSr^^/blBaNWfWtt 
Btts Kx-*lc*©1«*aftfeftl*W?»frL11WI 

«WlP#St » JSx-* lEmBBWTa* Lit ffiKtf 3 tf 

-wmHKHwn*nfc^ -r > x— * # e 1 5 - ma 

d<0x5-|TiE=l- K*fiE#gT*x5-ITIE=l- K<W* 
JB*ftfcT-*K»«/^->©i7-*«M*7-^t 

[0 0 12] *fc, /U*^LT»«*hfc«»©T-f 
5?*iMi«B-WiStcBHWl*fft\ i8iiE5-n/i:*S8§ 

i-X5^LT, SflfliJ«iS^5SfflffliJ«iStCT-f 
/Ux— ?^2l(i-r5->XxA©B5f3SftffliJ«ISch LTffi 

©■tt^aniwB^tifcttfflx-^ci^-saiair 
Er*wy«aiiTiE^at, c©KyaiiiinE#«Ttt 

!H*tin:iiy<MtS/<*->K«:-3T^*C4:**iar 

5^\°^->«iai^st, fflE«ypiE#«T»yr 

E*tifcr-**iJIB'f>*7i-^©tWBi:^'3ftT 
-f ^4»/MWI©»tt1»l9E/»(cm»r*a»#«i:. 

15131^ y ITiE^tXftx—Sf IC^StiSr-f ->*^ tf- 
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c©««is«fc» wiaat:-«ini«>ie*BiatfiBB 

[0 0 13] C<D£l!B©1 OiDftttWBttHCfcl^T* IB 

3 as© a fcr-MB u"W0^rftfr«tttt**5» m 

E«?Bfr LlffBti ae-7'J-Xtta tf-g±<7> 2 8 

W - V©«y ICR LTttafci^WNDl^ft 

jbvDttffifcSXy, Cft6&fI^©ffl*£fotfT'IE*ftlcfB 

[0014] c<o8E©fficoft#w&if Kfci^-n*. t9 
B»«/ - V*ffl#BTW*/ \°* - >©« y 

[0 0 15] C®B£®E(C^JI<ttttt£££^T 

& urate/ w - vamfwrw*/ <* - vcb y # 

£ i*> xumratc/ - vk y - 

[0016] cmwtowimvmwtommztsvT 
it. ®s&%fo \°* - ymv ttia#aT» £/ w - >©b 
y/wittsnftteoniiwpflo, mBae-ffinra 

[0 0 17] Mfc. coftti(cft«7*<rS>*Jl/IBa3iB 
tt. /ttSrtLTaBSftfcBBCTVS^iPBBB? 
«SKBE««tff t\ BtESftfcBSWW)*?** v>' 

Tx atAflittBfr6s»i«!imi(CT'r *j*i\tT-**m 

s^/bEBBBfcSi^T* «Batf/XW*Wil*M>» 

»ica e-7 y - i ttfta e-prxan e-g±© 3 



XttU bf-M±C0 2 ffli03S-f Lit ^0<fT7lD7tlfc 

$ srai u a e-vmraoaa e-«ibn:»*«a. 

TiBsrscii^itati-So 

[0 0 18] Z.<D§ffHlC&tUts 3fflia)1fSilC<J:-pT 

;u3e-«MBr*«*» atr-stifctatr-MBu 

Bii:<y-f>7 s -*o3«iwii' i ei»©s»»Kd« 
nr a e-WB i^outsr Ltt $bt% c ©it 

^©x- * KlcEIWfcttJin* hiWJE/ \°2 - >©i5- 

[0 0 19] C:<7)J:-51C < SOflDlfS^tlfftSfi:* 
T x-< •?* jUESttfttf 1= 3 tf-*ftfc*»©*£ 5 

>©*BK J: o * ntf* 'J ^;UBfWi»3 

Sfr ut istiis tr-MBu^u^r*.©?* 

•anratwTafcficLitBttts t^nteatcat- 
?r* mt&s&tofrmihZ'ib y » e-wm 

BBr«C^:tfT$«. £5SJPS<DTl;:atf-£ 

6^ LflMttf ^rfttiBiewa t:-iwBix<;u*^-rii 

;U«rFXttSttB»f* J: ? lcSHMlcS$§^.5n 
T*k MM*T-*©5llftlcj:oTCtitfBB*tU iES 

[0 0 2 0] C©«fc5ft«JE«)IS»» IE 

S ■p*L*»«f*T»* t B3e*tifc«*ici*» jiftffliJ«88S 
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IE L fcaflMSlc x ^ iUx- 5» * iifi-r 5C0T% 
[0 02 1] K^tlfelMMTU:. 7tP^i 

ft6RB&ftfcmffll'?0>*BB L^a5A*«TBM 

* r — * * 9 4 V $ I U =r— * a > f- > •> i ft ic BSr * 

e-*«k»jiiwci»±T**. 

[0022] 

<»mm*?7u v *h?s*. mmmm&v&z d v 

§MtHW§?**T-f*7U-r*«2 

StfDVDUU— S?3tt. I E E E 1 3 9 4tt«(C*»!l 
Lfc-?-ftfftC0>fV*:7x-:*4, 5. 6Stf/U7£ 
^LT«SKSW*tlT^*. DVD7U— fltt* £ 

^LTT-rx7U'r2so : ni— ^siceiM-r-So un 

[0 0 2 3] 71/— frll*. DVD84>ff£(Cjfe&5* 

x^x^U'rga2stj : U3— sr 3 fc©nB?ctis*« 

*fr£3jMIEBIiEM«*ilfTT*. flJAlf. WAHTt 

1 t<D?$w£fflM*m^r&£wwftmz.?%o c<o 

US. GStf llJhi- tlTl**a >x 5JT' 

AiMem*fesyiBtt3REtfj££r3. c© 

SSJ^fc. /U7±c07 r —?ttB§^b*n5o 
[0 0 2 4] £fc, 7u~ vm. ns.L<ao£tzo 

VDStfjEyftttftTSSfr^fre. DVD8KE8 

*nT^*3«w>nwi» bps. cci (a^-wat 

[0 0 2 5] B92& cn&IWHttn&flfeDVDO 

1 ?. jui^obs/cS^smk fljjttf ^x+vyaan 



Ltcm^o^omsacmtb^ts^. => ic lt *> * 

ft«#©SHT*2 fcfv KOC C I flSfittP*nT^«. 
CCT«l>3-yi 2TCC l£ttflDLTV5. *K 
I D/EDCWiPgpi 3T*I D^x^-ttfflU-KtfW 

mntc&. e c c&sb 1 4 -rx^-friEa- k<w 
xtn "/oggcoBs^ixyi^-icB^snsttoTS 

CCTtt, *0>J:3&X7-U-h«&a&^aK 
lc. i5H*HB#ai 5ld:oT»t/W->©i5- 

eyn*y*£i:s«. yf<77-fB> 5ntt± 

- >■«> flMWHl±T©/ W ->Wi t\ p< 5 s 

T\ 8-*1 6 (DVD) Xtt8-M 4 (CD) ^W* 
*U 7lcd;-3TlSffix'rX^ 1 8lcfBii 

JtlSo 8(C<i:oTfm«n^DVD^y 

[0 0 2 6] H3«. 01 ©yu— M©fMffl*aVr7 

□ y ^BTftS. D V D 8 IdBSStlfcraiT-* (*» 
KIB'W K2 1(C«toTl»ttl**U EFMffifflSP2 2 
TUidr ftfc©5» E C Cmm&2 3 T'X^-fliEjtflS 
tffttfh*. ?«digS24«. Eccats 
352 3?©x5-/t*-V©«fc*ffinaW9fcJ:^T 

5t?«>. ^«>j*«>5nfc^<o/^->rxT-*^L 
-r t 7 ^— ^*as2 4^6<otb7jttai73S'jfflia52 6ic« 

*&Jtl5o ECC»W2 3-p»l*nfcT-*tt» c 
C lfiJ^gP2 8s •>*-*-7-^WJE»2 7«ITT f 

□ — 5^2 5(C^f ■7*-*-7— ^Wffi»2 7 

stfee iipj^g52 8ii. *nfw*m*tin:'7*-* 
s^ajjj-r^c s*>\ ?-^-^s<oiB®*iCic 

57«tBgi52 40ttBai73t , 7*-*--7— 9«J6 

ss2 7»tf c c i ucs2 sowEmmttoZs ?-* 

/F2 9tc«j&-r5<tatcf&jiair5o ru-*© 
st**t±rsa*Ktt» «et*6i:TsaiMPaJ3i 

east- / <*^'f >x-r sn* i e e e i 3 9 4ic 

[0 0 2 7] Hl-^3ti. pt'TVx-^ii^eill 
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-*-7-?KtfCC I 6^5*JPSTT^3e-pi* 
^LTU^^cttx atf-iPIBSlcCC I fcfcjffilxs; 

[0 0 2 8] E4tt, ttaMW*2 6jWSJR*-*/T-f 

©T\ □ t-x-rX^lCtt^SL&lA, Sifts DVD-P 
CD<DIB7^f*?lCfcS$^8:nTV&lA, C4>fc& 

[0029] ssicae-^wg 
-rs^ictt "oo" » afc;-«!iHTs*&icH: *i 
1 " icKjesti*. cc n*s °oo" Tiatcatf- 
*i o" T-i@/£it=itf-Ri, "1 r 

Rjt-T^o >3b^ffiLS^Ji^ci*. IB 

TV**?***©, -7*- 9i&LT*T'(7 

TZc *tc. *t<7^- 5\ Vt-'S'-V-t&mc 
Ml^SlZlt. IBx-rT.^TfcSfrb. CCIKJSCT 

aataif-Rr (oo) , \®Ktt^\d--5i do), 

SSO^rJ (11) if 5« 
[0030] ■jt-^-T-^tcc i &mc "0 0" 

*~ "0 0" T\ CC l# "1 0" X« 
"11" ©«^lc»s ?J§#9eC50T\ SEIW&tf'J' 

[003 1] V*—. "11" <7>££tt»JPl 
tt*abr-T**frS. CCIIt "1 0" Xtt "1 
1 " fcfc*. SfoT* CC I "0 0" flDt#li» £3 

■pfti^-fx^iiiysd. cc i is^w-atf-Ri 

(10) 0>£#& *y5>*JUr*X*T*W , *l«*S 
$KttC C I *SHWlcS*»xL7i:iE^T?a^T f -f 7. 

^fc««r*. ccitf 'ir o&&(c& atr-n 

[0 0 3 2] JiLMWJBrfcJ: »A D V D 8 tfiE^T'fc^ 
RTLft^OT. 71/-* 114, 7 : f7^'H'gI2 let, 

□-$f 3^-07*- BIiE£g«1#3 
«aT**U3-4f3tt. f-Cx-r >fi«Sa©*<tfl)C 
C I «*LTl**©?» EWfcm*ffto*t% 

[0033] afe. coB^tflBSopraGi&Q** 



§tfl60J tC/Tx L/ctVv^/I/x— £ fi»->7T Ate 

04ic^-r<fc-5ic. x^v-^tLT^ 

CC 1(49*- r 5»-7— >ld|f4i:ft4«i, £<Z>5i 

cc i <6,£<hb*<«4t***© 

T\ Z<D9ffltmMKiBMl>£*. 
[0 0 3 4] Sfcx *lCBW8Lfc«J:3*» «8M>tV5> 

*T f -f5?*iU7 s -4rflKaSfllJW5t)tl*'r>*7i-X 

$fcl4^ft4M«Hl\ S£EiJ<Dfatij«i*K7 r >r S>* 
^T-f 7V—j7*J#/cfe^lB->X7 1 i>.<D!«i*«!: LTBitt 

i-Stctt^-occ i fra tf— 7 'j—£tc 

RT«stf **. 7i- □ ym**-«it±r* c 

(c«#WRl9lK«IE»&6C & «.KIILhlHt?qTISTS 
[0 0 3 5] COJ:3*#BIBMI*«^Tft**ftfe 

CA6BDWI'>XT^|||?«>»Btt7«« 

fttciUs *©«f*©EBT— ?frBSE«SS->7.7 i AF , g 
SSStf /XttESttff O^ff^ ifiiJVr 5 C <t J^Rlfigi: 
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iJIISl^kT^LTttSW&RSA (Rivest.S 



[0 0 3 6] iSEg&O^ • ISIiEfco^Ttt* a 
ham i r. Ad I eman) Pg^{* %iSO^S»»)K<DSgt? (c 

a^uayifcfT-pfcoT-fc&o B§^b#ntt rc=E 

(M) = (M©el) *J£n) j T'SStU S^k#ll 
(* TM=D (C) = (C<DdS) *J£ nj T'SStl 

ein> a^batidinT's VSmtMe <L*iISntt 
a#fbSd(i«S!Bi:-rSo ie. d, n©>*3£ 

fcfcill^ n = pq<fr3„ (2) (p-1) £ (q- 
1) ©S'JxiifSSL^tfgU L£SW=*?L«fcy'h 
*&ff*fl>M*e**»*. (3) ed = im«i 
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performs authenticating processing mutually among these digital equipment and with 
which transmission and reception of digital data are performed only between attested 
apparatusFrom transmitting side apparatusface transmitting digital data from a 
digital recording medium to receiver apparatusand transmitting side apparatus and 
receiver apparatusso that a disapproval copy may be prevented based or. the contents 
of copy management information for copy restrictions included in said digital datain 
a digital copy control method of performing reproduction of the transmitting side 
apparatus concerned and receiver apparatusand restriction of recording operation of 
operationSaid copy management information which shows a copy restriction level is 
added to portions other than an image and/or a sound among main data recorded on 
said digital recording mediumAdd electronic watermark information to portions of an 
image and/or a sound among said main dataand. Add error information of a specific 
pattern to record data after adding an error correction code to said main data 
intentional lyand the justification of a digital recording medium reproduced by said 
transmitting side apparatus is identified by existence of said copy management 
informationelectronic watermark informationand error information of a specific 
patternA digital copy control methodwherein only data of a just digital recording 
medium performs the reproduction and only suitable data records it.<BR> [Claim 
2] Reproduction or in order to record separatelymain data in a digital recording 
medium which it comes to record to said main data. Copy management information 
rewritten so that said copy restriction level may be strengthened by a digital 
copywhen restricting a digital copywhile a copy restriction level is shown in 
portions other than an image and/or a sound is includedin the state in which 
read-out outside is possibleit is included in portions other than an image and/or a 
sound by electronic watermark information which is not rewritten by digital 
copyeitnerand besides said main datait is added by medium mark which is not read 
outside and these copy management informationelectronic watermark informationand a 
medium markA digital recording medium constituting so that medium reproduction 
management and medium copy management by the side of a maker of said main data to 
mean may be made with combination of the contents of these three kinds of 
i nf ormati on. <BR> [Claim 3] A <txf fr=0002 he=250 wi=080 lx=1100 LY=0300>digi tal 
recording medium manufacturing device comprising:<BR>A watermark information 
addition means which adds electronic watermark information which does not spoil the 
feature to original data.<BR>A copy-management-information addition means which adds 
copy management information for restricting a copy to original data.<BR>An error 
correction code creating means which generates and adds an error correction code 
from main data in which said electronic watermark information and copy management 
information were added to original data.<BR>An error addition means which adds an 
error of a specific pattern to data in which an error correction code was added by 
this error correction code creating means as a medium mark.<BR><BR>[Claim 4]Have the 
followingand said digital recording medium judges an original medium or a copy 
medium based on a detection result of said specific pattern error detection meansand 
it This decision result. It is characterized by being based on a decision result in 
said copy-management-information judging means and said 

electronic-watermark-information judging meansand permitting or forbidding 
reproduction of data of said transmitting side apparatus. Via an interface which 
performs authenticating processing mutually among two or more digital equipment 
connected via a bus and with which transmission and reception of digital data are 
performed only between attested apparatusDigital playback equipment used as said 
transmitting side apparatus of a system which transmits digital data to receiver 
apparatus from transmitting side apparatus ,<br>a reading means which reads record 
data from a digital recording medium.<BR>An error detection correcting means which 
extracts an error correction code from read-out data read by this reading meansand 
carries out detection correction of the error of read-out data based on this error 
correction code.<BR>A specific pattern error detection means to detect that an error 
detected by this error detection correcting means is a specific pattern.<BR>An 
output means which outputs data by which the error correction was carried out by 
said error detection correcting means to said bus with a gestalt of digital 
information suitable for specification of said interfaceA 
copy-management-information judging means which identifies and judges copy 
management information for restricting a digital copy contained in said data by 
which the error correction was carried outand an electronic-watermark-information 
judging means which identifies and judges electronic watermark information which 
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shows a copy restriction level from said data by which the error correction was 
carried out .<br><br> [Claim 5] Discriminate said copy-management-information judging 
means from said copy management informationand a copy f reelancerand that an 
one-generation copy is possible or three kinds of copy restriction levels of copy 
prohibition said e lectronic-watermark-information judging meansDiscriminate a copy 
freelancer or two kinds of copy restriction levels of copy prohibition from said 
electronic watermark informationand said specific pattern error detection meansThe 
digital playback equipment according to claim 4 identifying existence of an error of 
said specific patternjudging whether it is the disk regularly recorded from a 
discriminated result in these each meansand playing only a regular disk.<BR> [claim 
6] An error of a specific pattern is detected by said specific pattern error 
detection meansand it is judged with an one-generation copy beinq possible by a 
copy-management-information judging meansAnd the digital playback equipment 
according to claim 5 characterized by performing reproduction motion when judged 
with electronic watermark information being copy prohibition by an 
electronic-watermark-information judging means. <BR> [Claim 7]By a case where an error 
of a specific pattern is detected by said specific pattern error detection meansand 
a <DP N=0003xTXF FR=0001 HE=250 Wl=080 LX=0200 LY=0300>deci si on result of said 
copy-management-information judging means and said electronic-watermark-information 
judging meanswhen it is contents which conflict except for a case where an 
one-generation copy of copy management information is possibleand electronic 
watermark information serves as copy prohibitionor the digital playback equipment 
according to claim 4 or 5 characterized by not reproducing when an error of a 
specific pattern is detected by an error detection means of said specific patternand 
when said electronic watermark information is not able to be detected. <BR> [Claim 
8]The digital playback equipment according to claim 4 or 5 characterized by not 
reproducing when an error of a specific pattern is not detected by an error 
detection means of said specific patternand when decision results of said 
copy-management-information judging means and said electronic-watermark-information 
judging means differ. <BR> [claim 9]via an interface which performs authenticating 
processing mutually among two or more digital equipment connected via a bus and with 
which transmission and reception of digital data are performed only between attested 
apparatusln a digital recording device used as said receiver apparatus of a system 
which transmits digital data to receiver apparatus from transmitting side apparatusA 
copy freelancer and said copy management information which an one-generation copy is 
possible or shows three kinds of copy restriction levels of copy prohibition are 
added to portions other than an image and/or a soundand. An one-generation copy of 
copy management information which receives digital data in which a copy was possible 
into portions of an image and/or a soundor two kinds of electronic watermark 
information of copy prohibition were added to them and which was received and 
identified is possibleAnd a digital recording device when identified electronic 
watermark information is copy prohibitionwherein it records electronic watermark 
information as it is and it rewrites and records only copy management information on 
copy prohi biti on. <BR> [Claim 10] Apparatus constituted via said interface by said 
attested apparatus in digital data contents recorded on a digital recording medium 
so that an output was possible as an analog signalAnd apparatus constituted via said 
interface in data contents inputted with an analog signal so that record to a new 
digital recording medium was possible is includedwhen all the these-attested 
apparatus carries out digital recording of the data contents supplied with an analog 
signal or a digital signal to a digital recording mediumAre constituted so that 
electronic authentication signature data which can be attested only between the 
attested apparatus concerned may be recorded on the medium concerned in addition to 
data content sand, when reproducing digital data contents recorded on a digital 
recording mediumA digital copy control method according to claim 1 controlling to 
reproduce digital data contents of the medium concerned only when it is detected and 
attested whether electronic authentication signature data which can be attested only 
between said attested apparatus exists on the medium concerned. <BR>[Claim ll]The 
<TXF FR=0002 HE=085 Wl=080 LX=1100 LY=0300>digi tal recording medium according to 
claim 2 characterized by coming to record electronic authentication signature data 
which can be attested only between attested apparatus further .<BR> [claim 12]The 
digital playback equipment according to claim 4 having further a means to forbid 
reproduction of data when electronic authentication signature data is not attested 
with a means to detect electronic authentication signature data which can be 
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attested only between attested apparatus .<BR> [claim 13] in digital data contents 
recorded on a digital recording mediumvia said interfacesaid at least some of 
attested apparatus is constituted so that an output is possible as an analog 
signal when carrying out digital recording of the data contents supplied with these 
analog signals to a digital recording medi umThe digital recording device according 
to claim 9 constituting so that electronic authentication signature data which can 
be attested only between the attested apparatus concerned may be recorded on the 
medium concerned in addition to data content s.<BRx/SDO><BR><HR><B>DETAl LED 

DESCRIPTION</B><BRxHRxSDO DEJxTXF FR=0003 HE=165 WI=080 LX=1100 LY=1150> [Detai 1 ed 

Description of the invention]<BR>[0001]<BR>[Field of the lnvention]Thi s invention A 
DVD (digital video disc) recording and reproducing deviceAccepting especially a 
digital copy restrictively about the digital copy control method in the system to 
which digital equipmentsuch as a digital video tape recorder and digital TVwas 
connected via the interface provided with the mutual recognition function, in order 
to prevent effectively the disapproval copy which data production persons do not 
meanit is related with the digital copy control method and the device using 
it .<BR> [0002] <BR> [Description of the Prior Art]From beforedigi tal recording playback 
apparatussuch as optical disk reproducing devices and digital TVssuch as DVDand a 
digital video tape recorderis mutually connected via the IEEE1394 bus which is an 
intelligent interfaceThe system which transmits and receives the contents of an 
image or music among these digital equipment is proposed. By forbidding a data 
transfer in this systemif each apparatus is apparatus which checks whether it is 
what operates as a contents creator's intentionand does not operate as an intention 
when transmitting and receiving digital data by apparatusA user can prevent carrying 
out the disapproval copy which the production persons of an image and a music 
content do not mean. <BR> [0003] In the digital main data transmittedthe copy 
management information called CCI (Copy Control information) is included. CCI 
consists of 2 bitsf reelyOOshows a copy goodlOshows a copy goodand "11" shows a copy 
failure only once. <BR> [0004] when transmitting digital datathe copy restriction level 
of contents is first checked by CCiand transmitting side apparatus checks whether it 
is that to which receiver apparatus operates as a contents creator's intention on an 
IEEE1394 bus. <DP N=0004xTXF FR=0001 HE=250 WI=080 LX=0200 LY=0300>lf full 
attestation of receiver apparatus and the transmitting side apparatus is carried 
outcontents will be enciphered and transmitted from transmitting side apparatus, in 
this casewhen the CCI information on the contents from transmitting side apparatus 
is "10"and when receiver apparatus is a recorder machinecci is rewritten and 
recorded on "11" after a copy. Future copies will be forbidden by this and a time 
cost copy will be real i zed. <BR> [0005] On the other handthe method using the 
electronic watermark information called a watermark is also proposed as an option 
for preventing the disapproval copy of digital video apparatus. This method carries 
out the leg of the watermark information directly at the place where an image 
waveform etc. are not conspi cuousor embeds watermark information at the specific 
frequency component of the frequency conversion information on the HARASHIN item. By 
giving information that a copy is possible / improper to this watermarkspecifi cation 
of C etc. is attained only a copy good and reproduction 

f reel y.<BR> [0006] <BR>[Problem(s) to be Solved by the invention]Howeverwi th the 
conventional copy control method using CClwhen rewriting CCI by receiver apparatus 
from "10" (a copy is possible once) to "11" (a copy is impossible) it becomes 
possible comparatively simply by operation in which it is 2 bits to rewrite "10" to 
00" (a copy is freely possible). For this reasonthere is a problem that a 
disapproval copy is easy .<BR> [0007] Si nee watermark information is distributed by the 
comparatively wide range concerning the image and sound in main datathe method of 
using a watermark cannot rewrite this easily by receiver apparatus. If it is going 
to rewrite this by user levelsit must have a quite large-scale circuit. For this 
reasonit is effective in that a disapproval copy is prevented rather than CCI. 
Howeversince rewriting of a watermark cannot be performed simplyit cannot take 
easily the mode of rewriting a flag like [ at the time of using CCI conversely ]and 
permitting a copy only once. <BR> [0008] This invention was made in view of such a 
problemand an object of an invention is to provide the digital copy control method 
that the digital copy which is not permitted can be prevented more effecti velyand 
the device using itmaking possible the mode which restricts a 
copy. <BR> [0009] <BR> [Means for Solving the Problem]A digital copy control method 
concerning this inventionvia an interface which two or more digital equipment is 
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connected via a busand performs authenticating processing mutually among these 
digital equipment and with which transmission and reception of digital data are 
performed only between attested apparatusFrom transmitting side apparatusface 
transmitting digital data from a digital recording medium to receiver apparatusand 
transmitting side apparatus and receiver apparatusSo that a disapproval copy may be 
prevented based on the contents of copy management information for copy restrictions 
included in said digital dataln what performs reproduction of the transmitting side 
apparatus concerned and receiver apparatusand restriction of recording operation of 
operation<TXF FR=0002 HE=250 Wl=080 LX=1100 LY=0300>Said copy management information 
which shows a copy restriction level is added to portions other than an image and/or 
a sound among main data recorded on said digital recording mediumAdd electronic 
watermark information to portions of an image and/or a sound among said main 
dataand. The justification of a digital recording medium which adds error 
information of a specific pattern to record data after adding an error correction 
code to said main data intentionallyand is reproduced by said transmitting side 
apparatus by existence of said copy management informationelectronic watermark 
informationand error information of a specific pattern. It identifiesand only data 
of a just disk performs the playbackand only suitable data is recorded .<BR> [0010] To 
said main data of a digital recording medium concerning this invention. Copy 
management information rewritten so that said copy restriction level may be 
strengthened by a digital copywhen a copy restriction level is shown in portions 
other than an image and/or a sound and it restricts a digital copy is includedln the 
state in which read-out outside is possibleit is included in portions other than an 
image and/or a sound by electronic watermark information which is not rewritten by 
digital copyei therand besides said main datalt is added by medium mark which is not 
read outside and these copy management informationelectronic watermark 
informationand a medium mar kit is constituted so that medium reproduction management 
and medium copy management by the side of a maker of said main data to mean may be 
made with combination of the contents of these three kinds of 

informati on. <BR> [0011] This invention is characterized by a digital recording medium 
manufacturing device comprising the followinqin order to restrict a copy to original 
dataa watermark information addition means which adds electronic watermark 
information which does not spoil the feature to original dataand. <BR>A 
copy-management-information addition means which adds copy management 
informati on -<BR>An error correction code creating means which generates and adds an 
error correction code from main data in which said electronic watermark information 
and copy management information were added to original data.<BR>An error addition 
means which adds an error of a specific pattern to data in which an error correction 
code was added by this error correction code creating means as a medium 
mar k.<BR><BR> [0012] via an interface which performs authenticating processing 
mutually among two or more digital equipment connected via a bus and with which 
transmission and reception of digital data are performed only between attested 
apparatusDigital playback equipment concerning this invention used as said 
transmitting side apparatus of a system which transmits digital data to receiver 
apparatus from transmitting side apparatusA reading means which reads record data 
from a digital recording mediumand an error detection correcting means which carries 
out detection correction of the error of read-out data read by this reading meansA 
specific pattern detection means to detect that an error detected by this error 
detection correcting means is a specific patternAn output means which outputs data 
by which the error correction was carried out by said error correction means to said 
bus with a gestalt of digital information suitable for specification of said 
interfaceA <DP N=0005xTXF FR=0001 he=250 Wl=080 LX=0200 

LY=0300>copy-management-information judging means which identifies and judges copy 
management information for restricting a digital copy contained in said data by 
which the error correction was carried outHave an electronic-watermark-information 
judging means which identifies and judges electronic watermark information which 
shows a copy restriction level from said data by which the error correction was 
carried outand said digital recording medium judges an original medium or a copy 
medium based on a detection result of an error detection means of said specific 
patternThis decision result and a decision result in said 

copy-management-information judging means and said electronic-watermark-information 
judging means were made to perform execution or prohibition of reproduction 
motion.<BR>[0013]in one concrete mode of this inventionas information currently 
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recorded into a recording medi umsai d copy management information can be 
one-generation copied [ a copy freelancer and ]or has one state of three kinds of 
copy restriction levels of copy prohibi tionsaid electronic watermark information 
takes either a copy freelancer or two kinds of copy restriction levels of copy 
prohibi tionAs a state whether it is related with an error of said added specific 
pattern or there is nothing was taken and it was able to be judged whether it is the 
disk regularly recorded in combination of these each signal it enabled it to identify 
a regular disk.<BR>[0014]in other concrete modes of this inventionan error of a 
specific pattern is detected by said specific pattern detection meansReproduction 
motion is performedwhen it is judged with an one-generation copy being possible by a 
copy-management-information judging means and is judged with electronic watermark 
information being copy prohibition in an electronic-watermark-information judging 
means. <BR> [0015] in a concrete mode of further others of this inventionby a case 
where an error of a specific pattern is detected by said specific pattern detection 
meansand a decision result of said copy-management-i nformation judging means and 
said electronic-watermark-information judging meanswhen it is contents which 
conflict except for a case where an one-generation copy of copy management 
information is possibleand electronic watermark information serves as copy 
prohibi tionor when an error of a specific pattern is detected by said specific 
pattern error detection meansand when said electronic watermark information is not 
able to be detectedit does not reproduce. <BR> [0016] in a concrete mode of further 
others of this inventionwhen an error of a specific pattern is not detected by said 
specific pattern error detection meansand when decision results of said 
copy-management-information judging means and said electronic-watermark-information 
judging means differit does not reproduce. <BR> [0017] A digital recording device 
concerning this inventionvia an interface which performs authenticating processing 
mutually among two or more digital equipment connected via a bus and with which 
transmission and reception of digital data are performed only between attested 
apparatusln a digital recording device used as said receiver apparatus of a system 
which transmits digital data to receiver apparatus from transmitting side apparatusA 
copy freelancer and said copy management information which an one-generation copy is 
possible or shows three kinds of copy restriction levels of copy prohibition are 
<TXF FR=0002 HE=250 Wi=080 LX=1100 LY=0300>added to portions other than an image 
and/or a soundand. An one-qeneration copy of copy management information which 
receives digital data in which a copy was possible into portions of an image and/or 
a soundor two kinds of electronic watermark information of copy prohibition were 
added to them and which was received and identified is possibleAnd when identified 
electronic watermark information is copy prohibitionelectronic watermark information 
is recorded as it isand rewrites and records only copy management information on 
copy prohi biti on. <BR> [0018] According to this inventionthe justification of a digital 
recording medium is judged using three kinds of information. The 1st information is 
the copy management information which shows a copy restriction level contained in 
portions other than an image and a sound among main dataand when restricting a 
digital copyif copiedit will be rewritten so that a copy restriction level may be 
strengthened. The 2nd information is the electronic watermark information which is 
similarly included in portions of an image and a sound among main dataand shows a 
copy restriction level even if the digital copy of this information is carried outit 
is not rewrittenand rewriting is very difficult. The 3rd information is the error 
information (it is hereafter called a medium mark) of a specific pattern 
intentionally added to data after an error correctionand since it is added out of 
main datathis information is not included in main data reproduced from a recording 
mediumbut if a digital copy is carried outit will di sappear ,<BR>[0019]Thussince 
three information has character differentrespectivelyit can be judged in detail 
whether it is that to which a digital recording medium was justly copied by state of 
these three information. That isfirstsince it will disappear if the digital copy of 
the medium mark is carried out onceit can judge an original medium or a copy medium 
by existence of a medium mark. Although both copy management information and 
electronic watermark information show a copy restriction levelin the case of a 
medium with a good digital copyfreely copy management information and electronic 
watermark informationonly all of combination which shows copy C freely are 
effectiveand since others may have been rewritten without passing through processing 
that copy management information is regulara medium by which a medium mark is not 
detected can be recognized to be a medium which is not just, when copy management 
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information and electronic watermark information must show a copy restriction level 
when [ both ] it permits a copy under a certain restrictionand either shows copy C 
freelythis is also a medium which is not just, when each of copy management 
information and electronic watermark information shows a predetermined copy 
restriction level only copy management information is rewritten by copybut. Even if 
it is intentionally rewritten at this time so that copy management information may 
fall or maintain a copy restriction level as isthis is recognized by disappearance 
of a medium mark and it can judge with it being a medium which is not 
just.<BR>[0020]Since transmitting side apparatus forbids reproduction of digital 
data when it is presumed by transmitting side apparatus as a result of such a 
judgment that it is a medium which is not justthe medium can perform neither 
reproduction nor recordbuttherebycan <DP N=0006xTXF FR=0001 HE=250 Wl=080 LX=0200 
LY=0300>prevent a disapproval copy effectively. Since digital data is transmitted to 
attested receiver apparatus so that it may become possible [ only reproduction ] 

good [ record reproduction ] according to the copy restriction level when it has 
een recognized as transmitting side apparatus being a just mediuma digital copy 
under restricted conditions also becomes possible.<BR> [0021] Also when it is possible 
to carry out digital recording via an analog signal between attested apparatusAttest 
only between these-attested apparatus and ******** electronic authentication 
signature data is recorded with digital data contentslf reproduction of data 
contents is permitted only when this attestation is materialized further in addition 
to the recognition technique mentioned abovea disapproval copy of the data contents 
themselves can be prevented more certainly. <BR> [0022] <BR> [Embodiment of the 
invention]Hereafterthe desirable embodiment of this invention is described with 
reference to drawings. <A HREF="JP-A-2000-48478.files/000003.gif">Drawing 1 </A>is a 
block diagram showing the composition of the digital data transmission and reception 
system concerning one example of this invention. DVD player 1 which is transmitting 
side apparatusand the display device 2 and DVD recorder 3 which are receiver 
apparatus are mutually connected via each interfaces 45and 6 and bus 7 based on 
IEEE1394 specification, dvd player 1 transmits the digital data produced by 
reproducing DVD8 on which the image and the music content used as transmitting sauce 
were recorded to the display 2 and the recorder 3 via the bus 7. The recorder 3 
records on DVD9 the digital data which was restricted when it was digital data in 
which the digital copy is permittedand was received. <BR>[0023]The player 1 performs 
[ whether it is apparatus by which these each apparatus operates between the display 
device 2 and the recorder 3 as a contents creator's intentionand ] mutual 
recognition processing in advance of reproduction of DVD8. For examplesince there is 
no recording functionfor example in the display device 2the full attestation which 
used the public key is materialized between the players 1. in this casedata will be 
transmitted if the contents to which record is forbidden are also renewable. Between 
the player 1 and the recorder 3the attestation with restriction which used the 
common key is materialized, in this casedata transfer only of the contents for which 
record and reproduction are also good is carried out. The data on the bus 7 is 
enciphered so that data transfer may become effective only between the attested 
apparatus. <BR>[0024]Whether the player 1 is a medium with just DVD8 which it is 
going to reproduce. It verifies by three kinds of information currently recorded on 
DVD8i .e.CCi(copy management information)the watermark (electronic watermark 
information)and a media mark (medium mark: error information of a specific 
pattern) .<BR> [0025] <A HREF="jP-A-2000-48478. files/000004. gif">Drawinq 2 </A>is a 
block diagram showing the composition of the original recording manufacturing device 
which produces the original recording of DVD in which these information was added. 
The HARASHIN item which should be recorded is the watermark adjunct Hand <TXF 
FR=0002 HE=250 WI=080 LX=1100 LY=0300>embeds a watermark at the portion into which 
the harashin item is not conspicuousfor examplethe big portion of luminance 
difference with a masking effectetc. it may be made for a watermark to embed the 
HARASHIN item in the specific frequency of the signal which carried out the Fourier 
transform. Although compression encoding of the signal with which the watermark was 
embedded is carried out by the encoder 12it is either of the processes so farand 
2-bit CCI which production persons mean is added by the CCI addition means which an 
inside does not illustrate. HereCCi is added with the encoder 12. Nextafter ID and 
an error detection code are added by the ID/EDC adjunct 13an error correction code 
is added in the ECC generation part 14. The data in which the error correction code 
was added can bear about 1% of reading errorfor example. Herethe error information 
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of a specific pattern is added as a media mark by the error addition means 15 to 
such an extent that such an error rate is not exceeded. That isa bit error is 
produced intentionally. The pattern or the pattern on a frequency axis on a 
time-axis may be sufficient as a media mark. The data in which the media mark was 
added is the eight-to-fourteen modulation part 16and 8->16 (DVD) or 8->14 (CD) 
abnormal conditions of it are carried outand it is recorded on the original 
recording disk 18 by the record driver 17. DVD produced by this original recording 
18 serves as the original version.<BR>[0026]<A 

HREF= ,, JP-A-2000-48478.files/000005.gif M >Drawing 3 </A>is a block diagram showing the 
details of the player 1 of <A HREF= rf JP-A-2000-48478.files/000003.gif rf >drawing 1</A>. 
After the record data recorded on DVD8 being read by the read head 21 and getting 
over by the efm demodulation section 22error correction processing is made by the 
ECC demodulation section 23. The media mark detection part 24 asks for the tendency 
of the error pattern in the ECC demodulation section 23 by correlation operation 
etc. and when the error has occurred by the specific pattern decided beforehandit 
judges with those with a media mark. The output from the media mark detection part 
24 is supplied to the output control part 26. The data to which it restored by the 
ECC demodulation section 23 is supplied to the decoder 25 through the CCI judgment 
part 28 and the watermark judgment part 27. The watermark judgment part 27 and the 
CCI judgment part 28 judge the watermark and CCI which were extractedrespectivelyand 
output a decision result to the output control part 26. It may be made to judge in 
not in signal decoding processing but the frontor the back depending on recording 
methodssuch as a watermark. The output control part 26 from the decision result of 
the detect output of the media mark detection part 24the watermark judgment part 
27and the CCI judgment part 28. when it is judged that data communications are 
possibleit controls to supply to I/F29 the main data which contains a watermark and 
CCI from the decoder 25 and which should be transmitted, in forbidding reproduction 
of a playerit controls the reproduction control part 31 if needed. And when data is 
supplied to l/F29the main data which should be transmitted is changed into the fixed 
bit rate based on lEEEl394and is outputted on the bus 7.<BR>[0027]On the other 
hand<DP N=0007xTXF FR=0001 HE=250 WI=080 LX=0200 LY=0300>when main data has been 
transmittedsince the recorder 3 is in the state which can be copiedit carries out 
the digital copy of thisbut. when copy C is shown only under restriction with the 
watermark and CCI which are contained in main datait rewrites so that a restriction 
level may go up CCI simultaneously with a copy .<BR> [0028] <A 
HREF="JP-A-2000-48478.files/000006.gif">Drawinq 4 </A>is a table showing 
good/failure of the media mark and watermark which the output control part 26 
judgesCCl and reproductionand record. Since the media mark is not included in the 
main data which should be transmitted as mentioned aboveit does not exist in a copy 
disk. Naturally it is not contained in the old disk of DVD or CD. For this reasonthe 
disk with which a media mark exists can be judged to be an original diskand the disk 
not existing can be judged to be a copy disk or the old disk.<BR>[0029]A watermark 
is set as "ll"when restricting "00" and a copyin permitting a copy freely. CCI 
presupposes freely that a copy is impossible at a copy good and 11" only once by 
00" a copy good and "10." when a watermark does not existsince it is the old 
diskthe combination of those with a media mark is contradictory without a watermark. 
Thereforeit is considered as invalidity (it is not just) irrespective of the pattern 
of CCI in this case, when there are not both a media mark and a watermarksince it is 
the old disklet only copy C (10) and playback be c (11) only copy C (00) and once 
freely according to CCI. <BR> [0030] when both a watermark and CCI are "00"since a copy 
is possiblerecord and reproduction are freely permitted irrespective of the 
existence of a media mark. Howeversince inconsistency arises when a watermark is [ 
CCI ] "10" or "11" in "00"it thinks that intentional bit manipulation was made and 
is considered as the disk which is not just .<BR> [0031] Si nee it is a copy with 
restriction when a watermark is "11"CCI is set to "10" or "11." Thereforewhen CCI is 
"00"it is dealt with with the disk which is not just. CCI judges with the disk which 
rewrote CCI intentionally and carried out it and which is not justwhen there isa 
media markand only 1 time is effective and there issince it must be an original disk 
at the time of copy C (10). [ no ] Since it is copy prohibition when CCI is "ll"only 
reproduction is made good. <BR> [0032] Si nee neither playback nor record is permitted 
when it judges that DVD8 is a disk which is not just by the above judgmentthe player 
1 does not transmit main data to the display device 2 and the recorder 3. when only 
reproduction is judged to be goodmain data is transmitted to the display device 2 
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and the recorder 3but since the data has CCI only with reproductionthe recorder 3 
which is the composition that attestation can be received does not perform recording 
operation.<BR>[0033]The <TXF FR=0002 HE=250 WI=080 LX=1100 LY=0300>view of this 
reproduction and propriety control of record agrees not only to the digital data 
transmission system shown in the example but to the system of the digital 
reproduction and the recording device by transmission using the analog signal which 
existed from the former well. For examplein that casesince a watermark is put in 
when an analog input is used as an input source as shown in <A 

HREF="JP-A-2000-48478.files/000006.gif">drawing 4</A>media mark nothing and CCI can 
be processed like this inventionif it considers that it applies to a watermark. 
Since a next watermark and CCI can also be given satisfactorily at all if it regards 
as those with a media mark with the registered digital broadcast wave being 
receivable in inputting a digital broadcast waveit can process like this 
invention.<BR>[0034]Two or more digital equipment which was explained previously is 
connected via a busEven if it is a digital data transmission system through the 
interface with which authenticating processing is mutually performed among these 
digital equipmentand transmission and reception of digital data are performed only 
between the attested apparatusif recorded on a just mediumthat sound and/or the 
contents of reproduction of an image can be outputted as an analog signal and a 
possibility that digital recording will be again carried out to another recording 
medium about this output using the apparatus or the illeqal apparatus of not 
attesting other than the attested apparatus remains. Such a recording medium in an 
attestation apparatus system, as the medium of the old system without a watermark or 
a media mark -- not recognizingif it does not obtain but it is recorded that a copy 
freelancer or an one-generation copy of the CCI is still more nearly possiblewhen 
this medium is carried in between attestation apparatus systems once againnot to 
mention reproductionbased on CCI for which an one-generation copy is gooda copy 
medium will be again created with the attestation apparatus system itself and a just 
medium may be made from the medium which is not just, of courseforbidding an analog 
output entirely cannot be carried outand also giving encryption (encryption) to an 
analog output and including a decryption circuit in all the image display devices 
which are. in all reproduction side apparatusfor example in the world cannot be 
realized in practiceeither .<br> [0035] what is necessary is just to constitute so that 
additional use of the electronic authentication signature data which can be 
recognized only between these attestation apparatus systems to the record and/or 
reproduction motion in the attested apparatus may be carried out in order to prevent 
from reproducing the medium which was created using such non-attesting apparatus and 
which is not just by the attested apparatus. Therebybetween attestation apparatus 
systemswhether the record data of that medium is what was justly recorded within the 
attestation apparatus system can check by this electronic authentication 
signatureand it becomes possible to control execution of reproduction and/or 
recording operation on it. Thereforeeven if it is going to reproduce the medium data 
which was recorded using non-attesting apparatus and which is not just by the 
apparatus of either of the attestation apparatus systemsThe electronic 
authentication signature which should be performed between attestation apparatus 
systems does not existor the authentication result of an electronic authentication 
signature becomes abortiveand <DP N=0008xTXF fr=0001 HE=170 wi=080 LX=0200 
LY=0300>use of the medium which is not just can be prevented by being made not to 
perform reproduction motion in this case. <BR> [0036] Although various data encryption 
methods can be used about generation and attestation of an electronic authentication 
signaturethe example using what applied for examplethe public-key-encryption-ized 
method here is explained. A RSA (Ri vestshami rAdleman) code typical as a 
public-key-encryption-ized method sets the antecedent basis of safety to the 
difficulty of a large number of factorization into prime factorsand performs 
encryption/decoding processing by calculation of a exponentiation surplus. An 
enciphering procedure is expressed with "the C=E(M) = (e-th power of M) surplus 
n"and a decryption procedure is expressed with "M=D(C) = (d-th power of c) surplus 
n." HereM is a plaintext and C is a cryptogram, enand the decryption key of an 
enciphering key are d and nthe enciphering key e and the common key n are 
exhibitedand the decryption key d presupposes that it is secret. A decision of the 
key edand n is made in the following procedure. (1) choose the two big prime numbers 
p and q arbi trarilyand consider it as n=pq. The least common multiple L of 
(2)(p-l)and (q-1) is calculatedit is as relatively prime as L and the arbitrary 
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integers e smaller than L are searched for. (3) Ask for d which fills the ed=l 
surplus L. in this wayas for the selected value edand nsurplus (ed ** of M) n=Mis 
materialized to all the plaintexts M. Although a decoder has to know the decryption 
key d to decode the cryptogram Cit is necessary to get to know the secret prime 
numbers p and q for that purposeto calculate "-1st power surplus i_ of d=e" from the 
least common multiple L of (p-1) and (q-l)and the public key eand to ask for the 
secret key d. Since the public key n is a product of the prime numbers p and qit 
does not become a code for the integer which is a grade which the public key n can 
factorize into prime factor easily. Thenp and q are usually made into a 100-figure 
each (decimal number) gradeand the public key n is made into about 200 figures. If 
it carries out like thiseven if it uses a 1000-MIPS electronic computerit will be 
this calculation to factorization into prime factors for millions yearsand the 
decipherment is substantially impossible.<BR> [0037] Operation of the apparatus in a 
concrete attestation apparatus system is explained. The common key n is first 
memorized beforehand by each apparatus in an attestation apparatus system. <txf 
FR=0002 HE=110 Wl=080 LX=1100 LY=0300>when writing in these apparatus through the 
data contents which should be recordedwithin apparatusThe contents which combined 
apparatus recognition ID of self and peculiar ID of contents which should be 
recorded are enciphered with the enciphering key e currently exhibitedand it creates 
as data of an electronic authentication signatureand records on a medium with the 
data contents which should record this. Only when it decrypts using a common key and 
the secret decryption key of external disclosureand it confirms apparatus ID and 
data content iDin operating this medium by the apparatus of either of the 
attestation apparatus systemsand being just is admitedit controls to reproduce this, 
if this data medium is recorded by non-attesting apparatus. [ whether there is any 
data of an electronic authentication signatureand ] Or it becomes a thing (the 
specific encryption which is common between attestation apparatus systems is not 
made) which cannot be decryptedand it hasand this is not accepted to be a iust 
mediumand such data contents are not reproduced. <BR> [0038] <BR> [Effect of the 
invention] as stated aboveaccording to this inventionby combining the information on 
three kinds of different characterlt can be judged clearly whether it is what has a 
just digital recording mediumand the effect that the digital copy which is not just 
can be prevented more effectively is done somaking possible the mode which restricts 

a copy by this.<BRx/SDO><BRxHR><B>DESCRIPTION OF DRAWINGS</BxBRxHRxSD0 EDJxTXF 
FR=0003 HE=060 WI=080 LX=1100 LY=1400> [Brief Description of the Drawings] <BRxA 
HREF= ,, JP-A-2000-48478.files/000003.gif">[Drawing 1]</A>lt is a block diagram of the 
digital data transmission system concerning one example of this invention .<BRxA 
HREF= M JP-A-2000-48478.files/000004.gif M > [Drawing 2]</A>lt is a block diagram of the 
original recording manufacturing device of the disk which applied this 
invention.<BRxA HREF="jP-A-2000-48478.files/000005.gif">[Drawing 3]</A>lt is a 
detailed block diagram of the player of the system of <A 
HREF=" J P-A-2000-48478 . f i 1 es/000003 . gi f ">d rawi ng 1</A> . <BRxA 

HREF="JP-A-2000-48478. files/000006. gif M >[Drawing 4]</A>lt is a figure showing the 
good/improper correspondence relation between three kinds of informationrecordand 
reproduction used by this inventi on. <BR> [Description of Notations] <BR>1 [ An 
interface7 / -- Bus. ] -- A player2 -- A display device3 -- A 
recorder456<BRx/SDOxBR><HRx/BODYx/HTML> 
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